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“Education is the most powerful weapon in Law

Enforcement. You can leverage technology, you

can gain experience in solving crime.

Sharing that knowledge with others changes

the balance of crime verses society in

humanities favour.” 

02



Prison incursions - Drugs, Phones, Firearms & happy meals

Smuggling - Autonomous and use of daisy chaining

Trespass - Reconnaissance - Harassment

Surveillance - People and places

Cyber - Hacking of air gapped computers and spacial intercept

Terror - The use of Drones to incite fear through the unlawful use of

violence and inDmidaDon of your perceived enemies

Drone use in criminality includes:
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Assessment 

Drone Operating Model 
Rapid Intelligence Acquisition 

Approval Analysis  Delivery

Requirement Concept Capability
 Demonstrator 

Execution

Procure Deploy 
environment Feedback Loops Evaluate for 

education

Airframe type
Payload
Operation 
Operator
Location 
Timeframe

Current Market Assessment 
Risk Assessment (impact)
Resilience to HMG policy

Site Survey (RFPS) 
Safety Assessment 
Legislation powers 
Telemetry Assessment 
Risk Assessment (impact)
Flight Operations testing 
Problem validation

Brand family validation
EEPROM Volatile Data 
validation
Tasking
Stand ups scheduling 
Progress reporting
Oversight Process 
Risk Assessment tracking
Success/Failure  
assessments

Operations feedback loop
Isolation hardening 

Backlog road mapping
Risk Assessment (impact)
Security testing
Scaling testing  
Iteration recommendation

Problem assessment 
Knowledge assessment 
Operations value 
Realisation

Re-use education 
Exploitation
Risk learning
Training 
Reference case validation
Close problem

Prototype Test Iterate  BuildExploratory Communications Behavioural Collaboration Institutional Trust

Hypothesis
Problem  
Solving

Actions Results
Continued  
Acquisition

10 - 90 hours 10 - 90 days 5 - 90 days

  
Update 

Engage

LogisticsCriteria Chain of custody Data- Validation Continual Assurance

Physical Digital Attribution 

Physical Serials 
Flight Systems 
Sensors
Fingerprints 
DNA 
Data Transmission 
Controller 
RF transmitter 
Camera
Risk Assessment (impact)
Resilience to HMG policy

Operating System
File Structure 
On board Storage 
SD Cards
EEPROMS (Volatile) 
Firmware 
Camera
Risk Assessment (impact)
Resilience to HMG policy

Logs
Fingerprints  
DNA 
Social Media 

Risk Assessment (impact)
Resilience to HMG policy

Battery Voltage  
Battery load (COTS or Pro) 
Motor Load 
Motor Speed 
System fail or pilot error 

Initial MBR 
Boot Seq. - TXT Serials
Boot Seq. - Mobile Synch 

Optical - Images & EXIF Data  
Geo - GPS, GIS 
Controller data 
LIDAR images 

Images can be carved  
Code can be extracted 
Controller data 
LIDAR images 

Serial to Camera 
Camera to battery   
Battery to Controller 

04



New drones are released every week!

• Automate workflow and tools

• Work to improve existing framework

• Research & share

• Prepare for crypto and AI

• Understand the latest SDK’s

• Understand flight apps

• Hands on with flight controllers
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Countering Unmanned Aerial Systems
Towards a NATO prac  framework
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As part of NATO’s enhanced role in the fight against terrorism, NATO Emerging 

Security Challenges Division is exploring how to address within NATO the issue of 

countering terrorist misuse of technology and;

• Supporting Allies in development and deployment of capabilities

for force protection

• Boost security at home

Terrorist misuse of Unmanned Aerial Systems
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Recent events: ISIS

• Since 2014, ISIS has used UAS as part of its 
attacks

• Initial use of drone technology included 
filming Improvised Explosive device (IED) 
attacks for propaganda purposes, conducting
reconnaissance and surveillance and spotting 
for indirect fire

• Lately, ISIS started to use weaponized UAS to 
deliver attacks

• ISIS demonstrated also expertise in fabricat-
ing its own weaponized drones and modifying 
Commercial Off The Shelf UAS

• ISIS demonstrated capabilities in using both 
fixed wings and multirotor
UAS
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Terrorist misuse of UASs: some trends

• Class I UAS: Low Slow Small UAS

• Commercially available technology

• Increasing sophistication in line with
technological advancements

• Some degree of autonomy

• Use of multiple UAS

Countermeasures: some lessons
learnt from on-going activities

FULL CHAIN IS IMPORTANT
• Detection
• Tracking
• Identification
• Engagement
• Technical exploitation

NOT ONLY TECHNOLOGY
• Doctrine
• Organization
• Training
• Materiel
• Leadership
• Personnel
• Facilities
• Interoperability
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Commercial usage 

of drones in 

private sectors

“Blue Hat”
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Commercial usage of drones in private sectors
“Blue Hat”

Dam infrastructure examples

Hardware examples

• DJI / Albatross UAV / Parrot / Amazon

• DIY (Do It Yourself) – YouTube / Facebook / Forums / local knowledge, clubs

Software

• DJI / Pix4D / others

Applications

• 3D Modeling

• Mapping

• Inspections / Monitoring

• Forensic documentation with mapping, stills and video

- Aerial Images
- Drones with GPS
- Payloads
- Autonomous Flight

Step 1: Acquire Data

- Pix$D
- Resolution
- Formats
- Animation

Step 1: Acquire Data

- Custom Maps
- Overlays with Google
- Earth
- Larg Data Sets

Step 3: Acquire Data
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- Digital Images including hand-held 

drones with GPS

- Payloads

- Autonomous Flight

Step 1: Acquire Data

- Pix$D

- Resolution

Step 2: Process Data

- Painted to match subject

- Durable and lasting

Step 3: Deliverables

Overlays

Deliverables
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- Digital Images and videos

- Piloting Skills

- Payloads

Step 1: Acquire Data

immediate action

Step 2: Process Data

the same location

interest

Step 3: Deliverables
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LEGAL

• National / state / local laws

• Certified remote pilot vetting

AIRSPACE

• Sharing, waivers

• Restrictions

SKILLS NEEDED

• Airmanship and piloting skills, GPS does fail

• Photography and software processing of hundreds of images

• Maintaining, building and or repairing of drones and related payloads

Some random images

of New Age Aerial’s 

projects this year

so far
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https://www.uasvision.com/2018/08/20/south-african-fight-against-rhino-poachers-helpedby-new-zealand-drone-firm/

https://www.uasvision.com/2018/08/20/drones-driven-by-ai-track-illegal-fishing-in-africa/

https://www.appliedaeronautics.com/ – commercial fixed wing drone company

http://pixhawk.org/ – open source drone flight controller

https://www.parrot.com/us/ – commercial drone company

www.DJI.com – commercial drone company

www.Pix4D.com – commercial image processing tools

https://www.linkedin.com/in/davidmccreary/ - my public profile and links to projects

www.NewAgeAerial.com/Interpol - this entire slide deck and full sized images

Recommended Readings
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incident scenes

Each year in the United States, over 33,000 tra�c accidents result in at least one fatality. 
Additionally, in the U.K., more than 26,000 people are killed or seriously injured annually.

When an accident happens, particularly a fatal one, accident reconstructionists arrive on 
the scene. Using a combination of physics, vehicle dynamics, mathematics, photogramme-
try, and computer applications, they paint a picture of what happened before, during, and 
after the incident.

In addition to tra�c accidents, crime scenes present law enforcement professionals with a 
similar challenge, but more complex.

Evidence must be collected to capture the crime scene accurately, hopefully leading inves-
tigators to those who perpetrated the crime. Photos, measurements, and evidence needs 
to stand up in a court of law, so everything regarding the scene must be as accurate as 
possible.

UAV technology o�ers users the ability to revisit the site at any time, process the scene 
faster, and gather highly accurate information for use at any time.

Here’s how drones put the pieces together for crime scene investigation & accident recon-
struction.
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Crime Scene Investigation: Revisiting the Scene

Drones’ abilities make them uniquely well suited for photogram -
metry. More often than not, the specifics of an accident or crime 
scene are best documented with photos. While cameras have 
captured forensic evidence since the late 1800s, drones have 
only recently made capturing the entire scene practical and 
economically possible.

Instead of only collecting still photos, drones have the power to 
create digital twins of any accident or crime scene to review 
whenever necessary.

Being able to navigate a 3D model adds a whole new dimension 
to an investigation, and paints a much clearer picture than 
simple photos.

Drones Improve Accuracy of Crime 
Scene Investigation

Handwritten notes on the details of an accident scene are 
important, but pale in comparison to the accuracy of 
drone-based photogrammetry. Many of the optics used in drone 
payloads, from RGB cameras to LiDAR, produce highly detailed 
renderings and 3D models.

This level of precision allows professionals to take measure -
ments and run data analysis, long after the scene is cleaned up.

Investigators can rely on centimeter-level accuracy to make 
calculations, ranging from determining the force of impact 
between two objects, to verifying the location of each item 
within an evidence field.

Ways these UAVs are Utilized
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Faster Accident Reconstruction

Until UAV technology started spreading into law enforcement 

circles, ground-based photogrammetry was a time-consuming 

task.

Individual photos needed to be analyzed by a technician and 

pieced together during the investigation after the fact. Now, a 

number of programs, such as Pix4D, process and stitch images 

together while still on scene.

In a matter of minutes, law enforcement and accident recon -

structionists can capture and review data from any site – all while 

still in the field.

As drones fly around the accident or crime scene, they can 

collect photos at different heights and angles, allowing for 

complete coverage of an area. Ground-based solutions simply 

are not as good for this task.

It takes tripod-mounted 3D scanners a far longer time period to 

complete the same job. Manually needing to set up, take down, 

move, and set up equipment over and over again takes an 

incredible amount of labor.

But, since drones move so quickly from place to place, and 

gather an uninterrupted stream of data, their speed is 

unmatched.

Thanks to UAVs, their optical payloads, and ever-improving 

software options, it’s possible to have near-real-time duplica -

tion of almost any site.
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AIRCRAFT CAMERA REMOTE GO APP
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The Intersection of Drone 
Technology with Law 
Enforcement and 
Government Agencies 
around the World.
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1800’s

1898

1903

1917

1932

1940

1966

1968

1970’s

1980’s

2006

2013

 

How Long have drones 
been around?

Timeline.
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Terrorism

Destructive acts

Surveillance

Munitions Delivery

Assassination Attempts

Disrupting Law Enforcement Activities

Contraband Delivery

Airspace Incidents

Military Operations

Public gatherings

Government Locations

Military Bases

Prisons

Borders

Sensitive Locations

National Infrastructure

Drones Utilized 
for Threats

Locations. Threats
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Law Enforcement / 
First Responder Use

Surveillance

Traffic Control

Accident Mapping

Crime Scene Mapping

Tactical Operations

Urban Operations

Wildfire Operations

Missing Persons

Recovering Deceased Victims

Water Recovery
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DJI Phantom 3

DJI Phantom 4

DJI Spark

DJI Inspire 1

Yuneec Typhoon

Parrot Disco

DJI Mavic Pro

Parrot Bebop 2

DJI Inspire 2

Yuneec Q500 4K

Yuneec H520

DJI Matrice 600

DJI Agras MG-1S

Continued Evolution

Complex Regulatory Environment

Changes to Communications

Changes to Form Factor

Drone Swarms

DJI S1000

SenseFly eBee

SenseFly Albris

DJI Mavic Air

Ryze Telo

DJI Phantom 4 Pro V. 2.0

Aion Robotics R1 Rover

Skydio R1

Handbuilt Ardupilot

Skyviper V2450 GPS

Drone Volt Hercules 20

Qysea FiFish

DJI Mavic Pro 2

Where are we headed?
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Drones present opportunities and challenges in the three categories of 
THREATS, TOOLS, and EVIDENCE.

Good e�orts are being made to use drones for LE and GOVT use.

The digital forensics community is prepared to support your needs.

This ride will only get more exciting.

Summary
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Growing Popularity

Slow speeds
Low altitudes
Rapid launch capability

Equivalent sensor
signature to bird

Example:
DJI Phantom

Quiet motors

Battery-powered engine

Control on ISM bands

Small signatures

SMALL UAV CHALLENGES

GLOBAL SMALL UAV SECURITY CONCERNS

ISIS WEAPONIZED COMMERCIAL UAVS

Heathrow GB, Jul. 2014

France, Oct - Nov. 2014
Special Security Events

Illegal Entry Illicit Transport Weapons Delivery

34



 Institutionalized UAV program

innovative
 
 some rotor craft

• Characteristic ISIS bureaucracy
 

COUNTER TERRORISM CENTER: KEY TAKEAWAYS

WHAT MAKES A THREAT A THREAT?

Payload

Speed

Flight
Endurance

Flight
Control
Systems

<1)$

Countermeasures

Days

Hours

Min

1000s

grams

10s

100sUSD

10s

100s

1000s

1000s

100s

10s

None

Detection

Defeat

Radio

GPS

Autonomy

mph
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CONC LUSION
 THE RISKS  
 OF DOING  
 NOTHING

CONC LUSION
 THE RISKS  
 OF DOING  
 NOTHING



 Many substantive disagreements over how to regulate drone 
safety must still be resolved – even as rapid innovation threat-
ens to leapfrog discussions already underway. But there is no 
other option. 

People who care the most about drones must set forward-look-
ing and evidence based expectations for safe �ight, or else 
policies may be shaped by the uninformed opinions of people 
who care the least – or by what they fear the most. The chair-
man of the U.S. House Transportation and Infrastructure Com-
mittee recently warned that that one catastrophic incident 
involving a single drone could ignite a public demand to 
ground all drones.

Sensational news stories, knee-jerk political reactions, and 
policymaking by anecdote all pose a critical risk to the full �ow-
ering of drone technology and the bene�ts it brings. As others 
have noted, e�ective safety measures are based on “credible 
risks, rather than extraordinary anecdotes that incite fear.”

It is crucial that everyone concerned with safe integration of 
drones in the airspace to make the most of this opportunity. 
Regulators and elected o�cials must develop rigorous stan-
dards for tracking real drone incidents and debunking false 
ones. Manufacturers must improve their voluntary technology 
and educational e�orts. Experts need to commit to this and 
undertake substantive work to make their robust drone safety 
systems even stronger. Taking these actions will not be easy. 

Ignoring them would be worse. 

CONCLUSION

CONC LUSION
 THE RISKS  
 OF DOING  
 NOTHING



Drones are a net  
benefit for safety,  
and slowing their  
adoption for  
beneficial purposes  
would impose a  
real cost on society.



www.tacafrica.org


